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The purpose of this research is to take the first steps — Backup and retrieval to/from the cloud has

in securing social robots against malicious activity. * JD-Humanoid Ropot N option for HTTPS (encrypted) protocol
Made by EZ-Robot — :

* Login to Raspberry Pi requires username and

Definitions password

* Discovered security vulnerabilities related to the
social robot
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* Social Robots - Robots designed specifically to
interact with humans and other social robots

SCan: scan ap

mifistate: Show wifli state
1fconfig: Show IP address
arp: arp shomsclean

ping: plng =1p=

dns: shomScleand<domailn=
sockshow: Show all sockets

tasklist: List all thread name status
memshow: Print memory information
memdump ;. <addr> <length=>

memset: <addr> =value 1> [<wvalue 2> ...

T TU R memp: Print memp list

000 witidriver: Show wifi driver status
reboot: keboot EZ-B

reset: Keset to default configuration

Source: www.heykuri.com

kf
ugt: 5tart firmware upgrade
time: Show system time

* Internet of Things (loT) - Devices that collect I flash: Flash memory map

| tdentity: Identifty EZ-0 with flashing LED and Audio Beep
. . | AN servo: Mowe a servo
data and are accessible through the internet L A N SR I e
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bs: Show Highest bBuffer Sizes
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* All of these devices are connected to each other . I 0 with ;
through the cloud via Ubidots Uses Telnet (unencrypted) with no passwor

* The programs run on the windows computer
and send commands to the robot

Source: www.computerweekly.com
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